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tor browser bundle explain english translation 

tor browser bundle explain 

Al-salam alycom wa rahmat Allah wa barakatoh 
how are you brothers and sisters 
we will explain how do we make our browser more secure with tor 
and we will spilt this subject in many steps 
we will start with Allah help 

first step 

Download tor browser from tor project website 
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we enter tor project website 



http://www.torproject.orq/ 



This image has been resized. Click this bar to view the full image. The original image is sized 791x402 




Home 



About Tor Documentation Projects 



t Duji/jjJliljlI 



Anonymity Online 

Protect your privacy. Defend yourself 
against network surveillance and traffic 
analysis. * m / 



Download Tor® 



arnrng your location or 
„.owsing habiL. 

+ Tor is for web browsers, 
instant messaging clients 
remote logins, and more. 

+ Tor is free and open 
source for Windows, Mac 
Linux/Unix, and Android 




Who Uses To 
Family 

People I 
Tor to pr 
[ children 

the Internet. 



Busin> 

Busines 
competi" 
strategic 
internal accountability. 



.This image has been resized. Click this bar to view the full image. The original image is sized 791x402 f 



...then please dont just install it and go on. You need to change some ot your habits, and recontigure your 
software! Tor by itself is NOT&W you need to maintain your anonymity. Read the full list of warnings . 



Donate to Tor 

[Til CE 



One-time Donation 



Tor Browser Bundle 



The Tor Browser Bundle contains everything you need to safely browse the 
Internet. This package requires no installation. Just extract it and run. Learn 
more & other ianguages a 

Windows 7 n_j"-.t a . XP (sig) 

Apple OS X Intel (sig) 

GNU/Linux iGSG (sig) 

Looking for something else? View All Downloads . 



To keep informed of security advisories and new stable releases, subscribe to the tor-announce mailing list . You can 

also watch the list's RSS feed . 

Interested in learning more about Tor in general? 

m mi :| 



Donate ^ 

Other donation options. 



► A F 

► Lir 
* Sr 

► Sc 



i. 



w 
ini 

The; 
aiiov 
dow 
The 
imp4 



.This image has been resized. Click this bar to view the full image. The original image is sized 758x386 
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...then please dont just install it and go on. You need to change some ot your habits, and reconfigure your 
software! Tor by itself is Aft?/ all you need to maintain your anonymity. Read the full list of warnings . 



Download File Info 



Tor Brow 



The Tor Browse 

Internet. This pa 
more & other Ian 



Windows 7. Vist 
Apple OS X Intel 



URL | s : //www . torpro ject . org/di5t/torbrowsei7tor-brow£er-2 .2.37-1 _en-U5 . exe 
Category 



Programs 



30 



Save As My Docurmenl:s\DQwnlQads\PrQgrarins\l:Qr-brQwser-2.2.37-l_en-L ,v | |\,, j 
Q Remember this path for "Programs" category 

Description 



22.64 MB 



Download Later 



Start Aownload 



GNU/Linux iGSG (sig) 



Looking for something else? View All Downloads . 



rt ftown 

=0 



Cancel 



Other donation options. 



To keep informed of security advisories and new stable releases, subscribe to the tor-announce mailing list . You can 
also watch the list's RSS feed. 



Intprp^tPiH in Ipaminn mnrp ahnnt Tnr in npnprsl? 



tor-browser-2.2.37-1 en-US. exe 



Download status Speed Limiter Options on completion 



https://www.torproiect.Org/dist/torbrowser/tor-browser-2.2. 37-1 _en-US.exe 
Status Receiving data... 

File size 22.648 MB 

Downloaded 1.780 MB (7.86%) 

Transfer rate 16.177 KB/sec 

Time left 12min38sec 
Resume capability Yes 



<< Hide details 



Pause 



Cancel 



Start positions and download progress by connections 

i i > 



miii ~i r 





Downloaded 


Info 


A. 


X 


480.000 KB 


Receiving data... 




2 


203.125 KB 


Receiving data... 




3 


117.137 KB 


Receiving data... 




4 


195.312 KB 


Receiving data... 




5 


179.637 KB 


Receiving data... 




6 


73.125 KB 


Receiving data... 




7 


109.375 KB 

1— A .- "I ~7 1 .■■ l-i 


Receiving data... 

i-. :. .: 







El 


X 










gl^ijrjl 








https ! \\\mm . Eorpro jec* -C*g/<*5t/t vbf om&ftw&&mn-2*2<3Z-*j*r\~U5 . exa 






My Docum*nts\Oo7inloads\Proy «n*\tW'bf 32-4_en-iJS ,exe 










Op*n Open with. . . Often fdder 


Close 


O Don't show thrs dialog again \J 




ft* 



1] 

Tl 
a! 
d( 
Tl 
in 



secend step 
Run tor browser 



we extract tor browser 
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7-Zip sg If -extracting archive 



EHtract to 



Cancel 



21 % Extracting 



Cancel 



we run tor browesr 



tor-browser-2. 2. 32-4_en-U S . ewe 
7zSFX 
Igor Pavlov 



o 
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Data 



FirefoxPortable 



P 
P 



App 



Docs 



P 




# Vidaha Control Panel 



0 S 



Status 

Loading network status 



Vidalia Shortcuts 



® 



Setup Re laying 



vieuitr*te*wtfk 



List a Mew? Identity 



Bandwicth Graph *> Hefp 0 About 

| Msssa^e Loq ^ S^ttilQS Exit 



? Show this window on startup 



|_ **** 



Vidalia Control Panel 



Status 



Cornected to [he Tor network! 



Vi.!3hg ^h. rr.- ,n 

9 



Setup Relaying 



View the Network 



Use a New Identity 



■< Bandwidth Graph 0 Hdp 
I = j Message Log > 5 e* t n i:- 



0 About 
□ Exit 



* Show this wind:™ on sto vjp 



Set up a refcay and hefc) the network *jow 



L 



Hide 



the browser is open and tell us 
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we are use tor 



This image has been resized. Click this bar to view the full image. The original image is sized 796x458 f 



Congratulations. Your browser is configured to use 

Tor. 



Please refer to the Tor website for further i nformati on about usi ng Tor safely. You are now free to browse the Internet 

anonymously. 



Add it i onal inf o imat i on : 
Your IP address appears to be: 173.254.192.37 
This small script is powered by t or dnsel 
You may also be inter est ed in ths Tor Bulk Ek it List Exporter 

This stiver does not log ^ziy information about visitors. 

This page is also available in the following languages: 

( Arab iya) Burmese cesky dansk Deutsch EAAxi ■■■ l r o: (Ellinika) Engl ish espanol Estonian Ears i suomi f ranqais Ital iano 
"IT fNihonqo] norsk (bokmal ) Hederl ands pol sk i Portugues Portugues do Erasil romana P y c ckhh ( Pus sk i j ) Thai Turk^e 

yapaiHcaKa (ukr aj ins 'ha) Vietnamese ( ) 



third step 

Preparation tor browser for secured using 



we go to setting from vidalia interface 



Vidalia Control Panel 



Status 



Comettetj to the Tw network! 



Vidalia Shortcut* 



® 

9 



Setup Relaying 



View th* iWwCfk 



JL 



Use a Mew Identity 



■L Bandwidth Graph ©Help 0 About 
l=j Menage log S Setf^ 

Q : 

V 5haw this wnatow on startup Hide 
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X Settings 








■333 


General 


<£ 

Network 


Sharing 


Services Appearance Advanced 


i 

Help 





] Start Vidalia when my system starts 



Tor 



0 Start the Tor software when Vidalia starts 



■ \App\tor.exe 



Browse 



Proxy Application (optional) — 

Start a proxy application when Tor starts 



Proxy Application Arguments: 



Browse 



we make the options as in this picture 



OK 



Cancel 



Settings 



m 



General 



Sharing Services Appearance Advanced 



Help 



n T , ,kt, > ^ we put a true mark in 

I use a proxy to access the Internet ■ 
My firewall mil !■ I , in" i lihin ■ I to certain ports 

this option 

v^rlflsPblocks connections to the Tor network 
BrfiSfg 




Find Bridges Now How else can I find bridges? 



OK 



Cancel 



we enter tor bridge page 



https://bridqes.torproject.org/ 



This image has been resized. Click this bar to view the full image. The original image is sized 800x172 f 
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Here are your bridge relays: 

bridge 2 12 .30 „ 195 .50 : 9001 
bridge 209.176.111.39:993 
bridge 217.150.231.35:443 

Bridge relays (or "bridges" for short) are Tor relays that aren't listed in the main directory. Since there is no 
complete public list of them, even if your ISP is filtering connections to all the known Tor relays, they probably won't 
be able to block all the bridges. 



+ bridges 



copy the line of bridge and paste it in previous interface 

Here are your bridge relays: 



bridge 2 12 . 30 . 195 . 50 : 9001 
bridge 209.176.111.39:993 



bridge 217.150.231.35:44; 






Copy f 


Bridge relays (or "bridges" f 
complete public list of them, 
be able to block all the bridg 

To use the above lines, go tc 
network". Then add each bri 

L 




Search Google for "bridge 21 7.150...." 
View Selection Source 


Switch Page Direction 
gNoScript ► 



and die 



^ Settings 



General 



Network Sharing Services 



m 0 

Appearance Advanced 



Help 



1 I use a proxy to access the Internet 
My firewall only lets me connect to certain ports 
My ISP blocks connections to the Tor network 

Bridge Settings 

Add a Bridge: 



1 




Undo Ctrl+Z 
Redo Ctrl+Y 












Cut Ctrl+X 
















Select All Ctrl+A 






Insert Unicode control character ► 





) V 



D 



Find Bridges Now How else can I Find bridges? 



Cancel 
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X Settings 


















t 


m a 


i 




General 


Network 


Sharing 


Services 


Appearance Advanced 


Help 





H I use a proxy to access the Internet 

"2 My firewall only lets me connect to certain ports 

My ISP blocks connections to the Tor network 
Bridge Settings - 

Add a Bridge: 
[ bridge ; 



: 217.150.231.35:443 



Find Bridges Now How else can I find bridges? 



X Settings 



General 



9 



Network 



Sharing Services Appearance Advanced Help 



2 I use a proxy to access the Internet 
My firewall only lets me connect to certain ports 
My ISP blocks connections to the Tor network 
■ Bridge Settings - 

Add a Bridge: 



217.150.231.35:443 



Find Bridges Now How else can I find bridges? 



OK 




D 



Cancel 



ffl 

a 

(O 



Cancel 



this bridge is put we do the same with other 
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< Settings 



General 



0 




Network 


Sharing 



Ei O © 

Services Appearance Advanced Help 



H I use a proxy to access the Internet 
H My firewall only lets me connect to certain ports 
*f My ISP blocks connections to the Tor network 
- Bridge Settings - 

Add a Bridge: 

ii 



217.150.231.35:443 
209.176.111.39:993 
212.30.195.50:9001 



D 



Find Bridges Now How else can I find bridges? 



OK 



Cancel 



X Settings 










□Ex] 














General Network 




Services 


Appearance Advanced 


Help 





Run as a client only 
O Relay traffic for the Tor network 
~ ' Help censored users reach the Tor network What's this? 



we make the options as in 
this picture 
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X 

General Network 



0 



Sharing 



Services Appearance 



Ad' 




Help 



Tor Control 



Use TCP connection (ControlPort) 



Address: 



127.0.0.1 : 



9051 



Configure ControlPort automatically 
Use Unix domain socket (ControlSocket) 



Path:[ 
Authentication: 



Browse 



Password 



*t Randomly Generate 



■ Tor Configuration File ■ 



.\Data\Tor\torrc 



Browse 



Edit current torrc NOTE: this will edit the currently loaded torrc 



Data Directory 



.\Data\Tor 



Browse 



,> J OK 



Cancel 



Settings 



2 



o 



General Network Sharing Services Appearance | Advanced | Help 



Tor Control 



Use TCP connection (ControlPi 



Address: 



127.0.0.1 



9051 



jflfe remove a true mark ih 
this option 



Configure ControlPort automatically 
Use Unix domain socket (ControlSocket) 



Path: ( 



Authentication: 



Password 



Tor Configuration File 




Browse 



v^rv Randomly Generate 



.\Data\Tor\torrc 



Browse 



Edit current torrc NOTE: this will edit the currently loaded torrc 



Data Directory 



.\Data\Tor 



Browse 



-jv'oK 



Cancel 



the interface as in this picture 
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K Settings 



y £ *r h 



General Network Sharing Services Appearance Advanced 



Tor Control 




Use TCP connection (ControlPort) 



Address: 



127.0.0.1 



9051 



Configure ControlPort automatically 
Use Unix domain socket (ControlSocket) 



Path: 
Authentication: 



Password 



Randomly Generate 



Browse 



Tor Configuration File 
| .\Data\Tor\torrc 



Edit current torrc NOTE: this will edit the currently loaded torrc 



Browse 



Data Directory 



.\Data\Tor 



Browse 



OK 



Cancel 



O 



General Network Sharing Services Appearance Advanced . 

I J 




Tor Control 



• Use TCP connection (ControlPort) 



Address: 



127.0.0.1 



9051 



yotrwrite^anyword 
from your mind 



Configure ControlPort automatically 
■ _ ■ Use Unix domain socket (ControlSocket) 



Path: ( 



Authentication: 



Password 




Randomly Generate 



Tor Configuration File 



.\Data\Tor\torrc 



Edit current torrc NOTE: this will edit the currently loaded torrc 



Browse 



Data Directory 



.\Data\Tor 



Browse 



Cancel 
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Vidalia Control Panel 



Status 



■lor nested to Tor network! 



Vidalia Shortcuts 



Stop T "i? 




Setup Relaying 



View live Network 



± 



Use a New Identity 



■< Bandwidth Graph One|p 0 About 

|_p j Message log s Set tugs Exit 



W Show this window on staojp 



Exit Vidalia 



L 



Vidalia Control Panel 



_ 



Status 



Tor S not running 



Vidalia Shortcuts 




Setup Relaying 



9 



ViM.. v r.he Network 



Use a New Identity 



bandwidth Graph O Help 
|p | Message Lop jfl Settings 



0 About 



Show this window on startup 



L 



Hide 



we close the tor browser and go to the torrc file 
to complete the modification that make tor 



browser more secured 
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Vidalia Control Panel 



Status 



■lor nested to Tor network! 



Vidalia Shortcuts 



® 
9 



Setup Relaying 



View the Network 



Use a Mew Identity 



M. Bandwidth Graph One|p 0 About 

| = , Message log s Settings 




* Show this windDw staojp 



L 



Hide 



?? aq: what is the torrc file and wher i find it 
as: the torrc file is most important file 

and it have the tor bridge and setting 

you can reach it in this path 

Tor Browser\Data\Tor 



FirefoxPortable 



App 



D 



Docs 



Start Tor Browser.ewe 
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Vidalia 



P 



cached-consensus 
G07 w.d 

cached-descriptors. new 
NEW JdU 
3 v.J 

lock 





cached-certs 

cached-descriptors 
3,G40 V .J 

geoip 

3,G5G v^ 

state 

2 v-^ 

torrc.orig.1 
1 

1 w.d 



IFoxit Reader 4.3, Best Reader for Everyday Use 
I rmageG hackU ploader 
Internet Explorer 
Gnagit Editor 
The KM Player 
Windows Media Player 
Windows Picture and Fax Viewer 
WinRAR archiver 
j^oJI 



® 
m 

M 
4 



3 



V 



uUjUJI ^« JjwJI lit JjaJ U_(0 M f> JI s^Lj_>JI A 




.jiljjLLol 
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l*K" 



!Ffx* Reader 4.3, Best Readei for Everyday Use [ 
IfnageShackU pleader 
Inrernet Explorer 4S 
Snagir E dirc.r ■ ^ 
TheKMPIayer [Q 
Windows Media Player © 
W ndows Fielure and Faa Viewer 

WinRAR arcfwer 9 








you can open it by last way 
or using notepad then click in file then withdraw then drag it in notepad 



Untitled - Notep; 
File Edit Format View Help 





the file is opened 



This image has been resized. Click this bar to view the full image. The original image is sized 800x524 ■ 
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'if you edit it, comments will not be preserved # 
torrc .ori g. 1 or similar, and Tor will ignore it # 

Avoi dDi skWri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory .\Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
-20029560BD88D94F942FFFED01F9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 
UpdateBridgesFromAuthority 1 

UseBridges 1 



< 



we remove this line 



UpdateBridgesFromAuthority 0 



as in next pecture 





Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
)94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 
Snrksl i stenAddress 127.0.0.1 






UpdateBridgesFromAuthority 1 


v 




UseBridges 1 




< 


i>i 
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Avoi dDi skWri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory .\Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
)94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 12 7.0.0.1 



Cut 

Copy 

Paste 



Select Al 





UseB ridges 1 



Avoi dDi skWri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory .\Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
)94f942FFFED01f9632687352e6e665b348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 



u 


pd 


ateBn c 


aesFromAutf 


lority 1 



Cut 

Copy 
Paste 



Delete 



Select Al 




UseBndges 1 



we put this lines in the file 



StrictNodes 1 
ExcludeNodes {IL},{DE} 
ExcludeExitNodes {US} 



or this lines 



StrictNodes 1 
ExcludeNodes {IL} 
ExcludeExitNodes {US},{DE} 



any one not both 
as in next pecture 
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This image has been resized. Click this bar to view the full image. The original image is sized 781x494 r 



GeoIPFil 
=20029560BD88D94F942FFFED0lF963 

SocksLi ste 



Avoi dDi skWri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory .\Data\Tor 



\ 




Delete 
Select All 



vgeoi p 
5B348D 
stdout 
.0.0.1 



Unicode ^jp- 1 jL^IsJ ^ 
Unicode ^jp- ftljJj 



.This image has been resized. Click this bar to view the full image. The original image is sized 800x524 f 

Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory .\Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
=20029560BD88D94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 



UseBridges 1 



{ExcludeNodes {IL} , {DE 
{ExcludeExi tNodes {US 
Ci rcui tBui ldTimeout 120 



< 



when we finish save the modification 



.This image has been resized. Click this bar to view the full image. The original image is sized 800x567 
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5j£i*JI - torrc C 



New 
Open.., 




v. 



Avoi dDi s Reload from Disk 

Bridge 232.143.12 
Bridge 104.111.222 1 
Bridge 212.41.204 

Control Port yubl 
DataDi rectory .\Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
=20029560bd88d94f942FFFED01f9632687352e6e665b348d 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 



UseBridges 1 

Strict Nodes 1 
{ExcludeNodes {IL},{DE 
{ExcludeExi tNodes {US 
Ci rcui tBui ldTimeout 120f 

nil ! > 



< 



□ #2 




4,627 : cjIS jLUI 









Note 

never touch setting option 
you will modify the tor over torrc file 

A special Information 

Aq: can I remove all ip of specific country over all tor nodes 

An: yes for example 
If i need to remove Israel from all tor nodes 
i write this code in torrc file 



ExcludeNodes {IL} 



If i need to remove other country beside israel from all tor nodes 
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i write this code in torrc file 

^ 

ExcludeNodes {IL},{DE} 



and so for every country you like to put it 

WARNING 

dont put alitle of country codes this force tor to take a speceif c path every 

time 

this link is had all county iso code 

^ 

http://www.greenbuilder.com/general/countries.html 



aq: can I remove all ip of specific country from to be an exit nodes of tor 

an: yes for example 
If i need to remove U.S.A from all exit nodes of tor 

i write this code in torrc file 

ExcludeExitNodes {US} 



"and you can write another cuntry like previuos codes "excludenodes 

aq: what is difference between ExcludeNodes and ExcludeExitNodes 
.an: ExcludeNodes is removed a country from all tor nodes 

.but ExcludeExitNodes is removed acountry just from exit nodes 

aq: can i select a specific country to partially force tor to pass it in entry 

nodes 
an : yes for example 

If i need to pass through Japan from entry nodes of tor always 

i write this code in torrc file 

Entry Nodes {JP} 



"and you can write another cuntry like previuos codes "excludenodes 
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but if you need to fully force tor pass through Japan from entry nodes of tor 

always 

i write this code in torrc file 

StrictNodes 1 
EntryNodes {JP} 



aq: can i strict my exit node to be in specific country or specific ip 

an:yes for example 

If i need to strict my exit node to be in russia 

i write this If i need to fully strict my exit node to be in russia 

i write this code in torrc f ilede in torrc file 

code]ExitNodes {RU}[/code] 

If i need to fully strict my exit node to be in russia 
i write this code in torrc file 

StrictNodes 1 
ExitNodes {RU} 



after you write the codes then save the torrc file 



torrc - Notepad 


| File | Edit Format 


View Help 




New 
Open... 


Ctrfc+N 
Ctrl+O 


ss 127.0.0.1 


Save 




imAuthority C 


Save As... 


Page Setup... 






Print... 


Ctrl+P 




Exit 




ExcWeExitNodes {USJ^IL^E 

-.I, rrr I 









then select stop tor then start tor to start using modification 
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j Vidalia Control Panel 
Status 



Connected to the Tor network! 



Vidalia Shortcuts 



ruts j a\ 

I ^! StopTor 



Setup Relaying 



9 



View the Network 



Use a New Identity 



S. Bandwidth Graph 


(©'Help. 


^£ About 


[= | Message Log 


Jt(. Settings 





l~~l Show this window on startup 



Hide 



J 



i 



Tor is not running 



Vidalia Shortcuts 





Start Tor 



View the Network 



Setup Relaying 



± 



Use a New Identity 



M , Bandwidth Graph 
[ = | Message Log 

FH Show this window on startup 



W Help ^ About 

' Settings Exit 



Hide 



Note 



please write the codes in end of torrc file to be easy to remove it 



fourth step 

preparation your browser to browse Jehad fourm 



dont browse any jehad fourm except through encrypt links "https 
how i add encrypt links of Jehad fourm to f irefox 
Al-shomoukh network fourm 
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encrypt links 

https://www.shamikh1 .info/vb 
https://1 78.211 .43.1 1 4/~shamikh/vb 
other links 



I 

.This image has been resized. Click this bar to view the full image. The original image is sized 765x77 
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Islamic Alfidaa network 
encrypt links 

https://www.alfidaa.org/vb 
/https://www.alfidaa.biz/vb 
/https://1 24.21 7.239.1 1 0/vb 



other links 
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Ansar Almojahedeen network 
encrypt links 

https://as-ansar.com/vb 
https://as-ansar.org/vb 
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https://113.20.29.51/vb 
other links 







h^4J ^J*^ ^Julajl 






htt|>s:/113.20.29.51/vb 


http://113.20.29.51/vb 




hTT|>s://as-a nsa r. co in vh 


as-aiisfii.com/vb 


fo 


https:/.-' as-a nsa r. o rg.'vb 


as-ansar.org/vb 



lets start 



■ 

:.s 




Downloads 


CtrW 


Add-ons 


□rl+Shift+A 


Set Up Sync... 




Web Developer 


► 


Page info 




Start Private Browsing 


Ctrl+Shift+P 


Clear Recent History... 


□rl+Shift+Del 



Options X 


0 £n *M P: ' 

Gencwt Tate Content Applications I 


' 2 

^tfvacji Secifffe Sync 


Advanced 



General Network Update 



Protocols 
0 Use SSL 3.0 



| Update | Efwmfigo| 

30 1 0UseTLSl( 

(2) 

ir requests rmy psilflra eetfrfiesre 




When'lTepver requests my pmWttA ceihftcale: 
O S efcct one amofnalicaty A$k nrc c^y rime 



View CorWieaiBa | flevoc dtion Usis | ^aidation | [ Security; Devices 
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Certificate Manager 



Your Certificates People Sefjjers Authorities CMhss 



You have certificates on lib tial irierrfHy Iftese setvers: 



laiaiH 



L ertihcate N ame |^ Seiwei 

B The USER TRUST Ne^^) 
addons mosilla cjg 
global trustee 
kuiH.d* 
login. Irve. conn 
login skype.com 

loginLWhoo.com 
loginiyahoo.com 
mail nnnnfc mm 



li. .«:■' 



Ufel 1 " o 



Peiirtafierf 

r -: i i j- ■:. :r 

Feifr^rienl 

Pe-lflT^fWiU 
Pfrlffiaftert 



Expiies On 



13/05/1435 
13/05/1435 
13/05/1432 
13/05/1435 
13/05/1435 
13/0571435 
13AJ5/1435 
13/05/1435 
IMS/14^ 



Add Exception.. 



OK 



Add Security Exception 



□ 



You are afaodt lo (rtfltidi how Aurora identifies this site. 

Legitimate hanks, stores, and other public silet will not ask you to do this. 



Server 
Location 



Get Certificate 



Certificate Status 



write encrypt links here 



ermanendy $lore lh*i exception 



rib Eft 



Cancel 
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Add Security Exception 



You are about la ovenide bow Amor a identifies this site. 

Legitimate banks, stores, and other public site* will not ask you to do this. 



Server 
Location. 



htfcps:>/1 aa 235.1 50 135/^shanidiMt 



Certificate Status 



Permanent store Ihts e«cep«ior 



eft"-?r!:ificate 



f3 



View. 



Cancel 



Add Security Exception 



You aie about lo oveiiide how Aurora identiries this site. 

Legitimate banks, stores, and other public sites will not ask you to do this. 



Server 



Location. 



https:y/l 30 235,150 135/~snarf*h/vb 



Get Certificate 



Certificate Status 

This site attempts to identiy ilseU t*ilh rw^fcd tformation 
Wrong Site 

Certificate betongs to a tiitfererti sire, which ootid nfctfe an iderirfly iheii 
Unknown Identity 

Lei Mm -ri!ef i . nyl hi.;.?e J be^uS* ri t-rr- v*l ! — -3 L.-v >- iTL^yni^ed dulhuiily 



View.., 



0 Permanently -slore thts encep«K3fi 



CcHlnmi 5eci',J ] ^nception Cancel 
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Certificate Manager 



Your Certificate* People Severs Authorities CMhss 



You have certificates on lib Ihal identify Ihese setvers: 



Certificate Name 
- [Unknown] 

(Not Stored] 



; D TheUSERTRUSTNetwo 



global trustee 
\ 1 MX ■ k 

toghrWconn 
loginLSkvpe.com 
logiityahoo.com 
Innirii uahnn mm 



1 130 235 150 135 | Peimaneff 



fftle link 
put 



llDPOiL 



r c-i i j- 0! i 1 

Pcifttanenl 

-I" I T.r'T 



Expnes On 



13/05/1435 
13/05/1435 
13/05/1432 
13/05/1435 
13/05/1435 
13/05/1435 
1MW143R 



laiaia 



Add Exception.. 



OK 



do the same with other encrypt links 



* Certificate Manager 



Your Certificate* People Servers Authorities Olhwi 



You have certificates on (ile iKal rderiJify these settees. 



Certificate Na/ne 




LleJirne 


Ejpras On 




- [Unknown] 










(Not Stored] 


130235150135443 


Permanent 






(Wot Stored] 


112 137 1£6 232 443 


Permanent 




(Ncisio^ 


^iww jldMbc ^43 


Pemunent 






(Not Stored) 


shom&M nfo 443 


Pciiwen* 






(Not Stored] 


*mw. aKdaa. orff443 


Peffftancftf 






& The USE RT RUST Netra, 










addons, mo:irJa.oig 


;f 


Remanent 


13/05/1435 




global trustee 




PeffjMTiertt 


13/05/1435 








PrtfTlAftfttf 


IIWIWIW? 


y-.| 







£*Tm*L 




m 













Add Exception.. 



the links is put 



°K I 



* Certificate Manager 



Your Certificates People Servers AuAhcrties Olhas 



You have certificates on tile lhal identify Ihm servers: 



Certificate Name 


Sejvei 


Lfetime 


E^pkes On 


m 


- [Unknown] 










[Not Stored] 


130 235 150 135 443 


Pefmanent 






(Not Stored] 


112 137 1K 232 443 


Permanent 






(Not Stored] 


WWW AlUlAA ta2 443 


Permanent 






(Not Storedl 


www.sh4rait.hl nlo 443 


Permanent 






(Not Storedl 


www ^idaa 019 443 


Petmartpnt 






8 The USERTRUST NehWL 










addorw.mo2ia.01g 




Pflmanent 


13/05/1435 




global trustee 


- 


Peuwien* 


13/05/1435 






■ 















IfBpoiL 













Add Exception.. 
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******** 



fifth step 
looking up for bridges 
not available in english 



sixth step 
filtration bridges 



the bridge is most danger node in tor circuit 

the bridge recive the encrypt traffic from our pc 

and it know our real ip 

the traffic have the nodes will pass over it and final distination (jehad 

fourm 

the encrypt traffic is encrypt by multi keys 

the danger when the traffic pass over Intelligence bridge 
then he may decrypt it and know the final distination 

the isp provider cant know what is ******* of traffic 

but he can watch the tor gates 

now we can control bridge that put in tor setting 

you can check it by 

ipnetinfo 

http://www.nirsoft.net/utils/ipnetinfo.zip 



in the fact i cant know where is Intelligence bridge 

but you can remove 



29 of 42 



07/09/1433 02:55 ? 



tor browser bundle explain english translation - puvi ^j^i 



https://178.211.43.114/~shamikh/vb/showthread.php?t=167905 



Israel 

America especially Vergin state 
Germany 
Britain 
China 

after you download the program and extract it 
you can put bridge in it 

Here are your bridge relays: 

bridge 82.241.248.241:9001 Mj 
bridge 50.51.21.198:443 
bridge 95.74.198.151:443 

Bridge relays (or "bridges 1 ' for short) are Tor relays that aren't listed in the 
connections to all the known Tor relays, they probably won't be able to blc 



Here are your bridge relays: 





Copy 






Select All 








Bridge relays (or iP 1 
connections to all ti 




Search Googlefor "bridge 82.241.2..." 
View Selection Source 




Switch Page Direction 


To use the above li: 




Download with IDM 


Configuring more tl 




D own load FLV vi d eo with IDM ► 
Download all links with IDM 


A .1 i J- 


© 


No Script ► 



» C hoose I P Add resses 



Type a single IP address or multiple IP addresses separated by commas, spaces, or CRLF. You can also 
paste the message headers from your email software, and the IP addresses will automatically be extracted 
from them. 



bridge 32.241.248.241:9001 
bridge 50.51.21.198:443 
bridge 95.74.198.151:443 



copy the bridge here 
to check it 



W\ Automatically use the right server according to IP address 
W\ Resolve IP addresses 
n Convert host names to IP addresses. 
n Load only the last IP address. 
[] Pause for 



30 



3econds After retrieving 



10 



IP addresses 




□ K 





Cancel 




Clear 




Paste 


* 
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® IPNetlnfb 


File Edit View Help 






\ww\ h y * y -a 




<D — 


Order IP Address 


Status 


Country 


• 1 82.241.243.241 

• 2 - 50.51.21.198 


Succeed 
Succeed 


France 

USA - New York 


EP 95.74.193.151 


Succeed 


Italy 





you can remove USA bridge 
and take others 



seventh step 
how i add bridge to tor 
to put bridge in tor setting 
you have to write bridge in torrc file directly 

dont write it in vidalia interface 
let we suppose have this bridges 



bridge 125.32.87.65:9001 
bridge 25.36.47.124:443 
bridge 98.25.36.187:9000 



this bridge is filtered 

copy it and past it in torrc file 

remove the old bridge 

it, comments will not be preserved # 
>r similar, and Tor will ignore it # 

Avoi dDi skWri tes 1 

il 



Bridge 43.32.149.165:900 
Bridge 144.65.54.32:8080 

BriiU& nor4 il 4 g: g 001 



Geo 

71586BB0C38A6 



Cut 

Copy 
Paste 



Delete 



Select AW 



)lPort 9051 
.\Data\Tor 
i\Tor\geoi p 
11399F1649D 
tice stdout 
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ge 125.32.87.65:90< 
dge 25.36.47.124:4- 
qe 98.2 5. 36. 187 :90< 



Cut 




Select All 



Style token 



paste the new 



-jit, comments will not be preserved # 
>r similar, and Tor will ignore it # 



AvoidDi skWrites 1 



Co 

DataDi rect 
GeoIPFile .\ 
71586BB0c38A6566E0FFA4l 

I OH Unicode ^ ^ 1 jl^J 

LU yj ^ Unicode ^J^^IjJj 

SocksLi stenAddress izy.u . u. 1 




Delete 
Select All 



5 - torrc P 



it, comments will not be 
5r similar, and Tor will 

Avoi d 

| bridge 125.3 

bridge 25.3 



Open... 
Save 
Save As., 

Page Setup.. 
bit 



CtrkN 
Ctrl+t 
CtrkS 



CtrltP 



bridge 98. 25 . ju.io; . juuu 

I 

Control Port 9051 
DataDi rectory .\Data\Tor 
GeoIPFi le . \Data\Tor\geoi p 



< 



start tor browser 
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Data 



FirefoxPortable 



P 
P 



App 



Docs 



P 




# Vidaha Control Panel 



0 S 



Status 

Loading network status 



Vidalia Shortcuts 



® 



Setup Re laying 



vieuitr*te*wtfk 



List a Mew? Identity 



Bandwicth Graph *> Hefp 0 About 

| Msssa^e Loq ^ S^ttilQS Exit 



? Show this window on startup 



|_ **** 



Vidalia Control Panel 



Status 



Cornected to [he Tor network! 



Vi.!3hg ^h. rr.- ,n 

9 



Setup Relaying 



View the Network 



Use a New Identity 



■< Bandwidth Graph 0 Hdp 
I = j Message Log > 5 e* t n i:- 



0 About 
□ Exit 



* Show this wind:™ on sto vjp 



Set up a rete^ and hefc) the network *jow 



L 



Hide 



not required a place for bridge in torrc file 
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may be in first or middle or end of file 
not important 
the important the bridge is writed in torrc file 



fcii 





□ ^ #3 








4,627 : cjIS 







additional 
the browser come with tor browser 
it have n o s c r i p t add on 
and https any where add on and 
tor button add on is combine with this browser 
the tor button add on is more developing any other version 

we start with 
n o s c r i p t add on 
i forbid all scriopt globally 











S5 [J torproject.org https: //check, torproj 




•i^ Forbio^Jj^s G lobally (advised) 




r 


— t T 

Option*™-/ 

About NoScript 2.1.2.7... 


Ill 



then i allow for any website i need to jave to be active 

like 

Al-shomukh Network fourm 



$ II Bl^il:]iWclilUiilkiif^» 


asms 








Sj Allow http://shaLJl.info 


Kf Allow Scripts Globally (dangerous) 


Options... 

About NoScript 2.1.2.7... 
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s 2 immm^m^mmi 

® Forbid https://180.235.150.135 










Sf' Allow Scripts Globally (dang^^) 


Options... 

About NoScript 2.1.2.7... 



we go to 
tor button add on 

we start with 
new identity option 
this is for remove all an unprotectes ******s and close all opened tabs 















Cookie Protends 




Preferences... 




About Torbutton... 





protection cookie option 
it control c o o k i e s in browser 



1 ■ 1 




AS 




Go to a Web Site 













and you can remove cookies and protect it from removed 
if the c o o k i e is false so it unprotect so i can delete it 
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Manage Cookie Protections 



Protected 


Host 


Name 


Path 


false 


18Q 235.150135 




/ 


false 
false 


160235.150.135 




T" 
i 









Pemgye ijpkie | 


Remove M But Fleeted J 



0 PkHwA nWw twkiei 

O OoMot Prompt N«t* Cook*; 



| ZK J | Caned 



cookie can be 
removed 

if the c o o k i e is true so it protect so i cant delete it 



Manage Cookie Protections 



Pr ot e cted 

false 
false 



Host 



PftEF 



PaM-, 



I 

| true 



google com NtD A 
130235150135 q8@@HH / 



1 80 235 150.1 35 q@@@HH.. / 









Rsrove Al Bid Piolecled 



0 ProteciNewCoofcies 

O Do KqI Prated New Coekies 



cookie unprotected 
cookie protected 



the protected c o o k i e i can deprotected it and move its situation to false 
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Manage Cookie Protections 



cted 



Host 



! : arre 



Path 



true 
true 
true 



190.235150.135 q@@£ " 



160,235.150135 q9@@HH, / 
180 235150.135 q@@@HH_ / 
180 235150135 g@@@HH / 



n- select cookie 





Unpotec^Cocbe 




fl crnuve Al BiJ Protected j 


0 Protect New Cookies 

O Do Nol Prelect Mew Coobes 



OK 



Camel 



select cookie then i choose unprotect cookie 



Manage Cookie Prelections 


X 








Protected 


Hot* Hot? 


Path 






180.235.150135 q@@@HH 


/ 




■ true 
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